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Version and Review History

Date Description

May 2, 2011 Initial Version.
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2012
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December 2013 Minor revisions were completed throughout the
document.
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document

August 2016 Major revisions were completed throughout the
document

August 2017 Changes were implemented to the document

including:

1. Participating agency and voluntary
participation policies were merged to create
one participating agency policy (2.1)

2. “Transfer of Data for purposes of Reporting”
policy (1.3) added to clarify data sharing
procedures for grant-required sharing.

3. “Affiliated Databases” policy was renamed to
“Data Sharing with Affiliated Databases and
Third Parties” (1.4). This policy was expanded
to include data sharing, matching and
transfers.

4. Added HMIS Lead monitoring to Data &
Performance Committee Key roles and
responsibilities (2.2)

5. Refined language in HMIS Lead
Responsibilities (2.3)

6. Modified “Authorized Data Disclosure”
(7.2.2) policy to be consistent with 1.3 and
1.4.

7. Interagency Sharing (7.3) policy Basic Sharing
elements revised to be consistent with
privacy policy.

8. Revised Data Quality Plan (8) to be consistent
with monitoring plan and to clarify language.
Added Bed data to Completeness.

9. Provider Monitoring Procedures (9) added.

November 29,
2017

Adjustments made to section 2.4 Procedures to
reflect pre-screen process for data requests.




January 17, 2018

Adjustments made to section 2.1 Procedures to
reflect implementation of HMIS Access request form
and Committee approval process.

August 2018

Changes were implemented to the document

including:
1.

10.

11.

12.

13.
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HMIS Lead Agency and HMIS Participating
Agency responsibilities.

1.3 HMIS Governance Amendment
Process: Clarified language.

2.1 Participating Agencies: Updated
definition of HMIS Participating Agency
with language used in HUD 2004 HMIS
Technical Standards definition of “Covered
Homeless Organization.”

2.3 Report Requests: moved location in
document.

3.3 HMIS Lead Agency Responsibilities:
Added Vendor relationship management
responsibility and Board/Committee
directive response procedures.

3.4.2 HMIS Representative Responsibilities:
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data quality, and User Group Participation
3.4.3 Agency HMIS Power Users: Added
language to recommend when Power
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Security Officer: Removed term “Security
officer” from throughout the document
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responsible for responding to security
incidents.

Agency Support Requests: added
procedure for low help desk coverage.
Training: Added procedures for virtual
training format.

8.14 Security Incidents: Added detailed
procedures for HMIS Participating Agencies
and HMIS Led to respond to Security
Incidents.

9. Privacy Plan & Policies: Clarified
language to align with HUD Technical
standards requirements for Privacy Plan.
10 Data Quality Plan: Updated section to
add procedures for using Data Quality
report cards to monitor data quality plan.




14. 11. HMIS Data Quality Report Cards: Added
section.

15. 12. HMIS Participating Agency Monitoring:
Updated Monitoring rates and frequency.

August 2019 Policy reviewed, no changes.

August 2020 1. Monitoring was updated to reflect temporary
suspension of on-site monitoring due to COVID-
19.

August 2021 Policy reviewed, no changes.

August 2023

Policy reviewed, no changes.

April 2025

Added Sections 13 and 14:

13. Comparable Database Requirements — New
section outlining HUD requirements for Victim
Service Providers (VSPs) regarding use of Comparable
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functionality, annual review with the HMIS Software
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Lead for quality improvement.

14. Monitoring of Comparable Database — New
section establishing the HMIS Lead’s authority and
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May 2025

Updates: 9.3 Interagency HMIS Data Sharing
9.3-1and 9.3.1
Client Consent — added in MSHDW Privacy
Notice — Client does not need to consent; however,
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Data Warehouse.
9.4 Posting of MSHDW Privacy Notice Consent Form
All participating HMIS Agencies must post the
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September 2025

4.2 User Designation
Procedures (To Designate a New System User)
1. Authorization form link removed.
Procedures (To Deactivate a System User)
1. Authorization form link removed.
6.2 Local Data Collection Policies
Procedures — Annual Assessment Policy has
been updated.
8.9 User Inactivity
2. Authorization form link removed.
9.3 Openness




2-5 MSHDW HMIS Privacy Notice referenced to
be shared with clients.
10.3 Data Quality Completeness

Standard Average and Upper Limit for Unknown
Responses Chart

1. Sex was added to the chart, with

standard average and upper limit values for unknown
responses consistent with other demographic data
elements.




Background and Overview

1.
2.

1. HMIS overview

The McKinney-Vento Homeless Assistance Act, as amended by the Homeless Emergency
Assistance and Rapid Transition to Housing Act of 2009 (HEARTH Act), requires that

HUD ensure operation of, and consistent participation by, all recipients and sub
recipients of funds in a community-wide Homeless Management Information System
(HMIS). The HMIS has many uses. Some of the purposes of the HMIS, as established by
the McKinney-Vento Act, include:

1. Collecting unduplicated counts of individuals and families experiencing homelessness
2. Analyzing patterns of use of assistance provided in a community

3. Providing information to project sponsors and applicants for needs analyses and
funding allocations

The HMIS is also essential to coordinate client services, support performance
management in the CoC, ensure accountability in the use of public funds, and to inform
public policy.

The HMIS Lead Agency for the Baltimore Continuum of Care (CoC) is the Mayor’s Office
of Homeless Services (MOHS). In addition to administering the HMIS software, the HMIS
Lead is responsible for maintaining the HMIS Policies and Procedures manual and all
related documents, training system users, and providing helpdesk services. The HMIS
Lead also monitors system users’ compliance with policies and procedures.

The work of the HMIS Lead is overseen by the Baltimore City Data and Performance
Committee. The Data and Performance committee is responsible for setting priorities,
approving policies, and monitoring the work of the HMIS Lead. The Committee reports
to the Journey Home Board.

Starting in 2013, the HMIS software provider for Baltimore City is ClientTrack Inc.
Accordingly, in some parts of this document, the HMIS system is referred to as
“ClientTrack.”

1.1. Key Terms

Client- a person who receives services at an HMIS Participating Agency.

Exempt Agency- any organization that is required to report data on services provided to
persons experiencing homelessness but is exempt from entering that data into the HMIS
by federal regulations.

HMIS Lead Agency (also referred to as “HMIS Lead”) - the organization that oversees the
administration of the HMIS. Within this document, responsibilities assigned to the “HMIS
Lead” will be fulfilled by HMIS Agency staff at the discretion of the HMIS Lead manager,
unless otherwise specified.
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HMIS Participating Agency- any organization that utilizes the HMIS. Responsibilities or tasks
referenced to be carried out by the HMIS Participating Agency will be fulfilled by the HMIS
Representative or assigned to stakeholders within the HMIS Participating Agency at their
discretion, unless otherwise specified.

Coordinated Access - Baltimore City’s system for ensuring coordinated access to all
homeless services programs, including emergency shelter, transitional housing, rapid re-
housing, and permanent supportive housing.

Coordinated Entry SSO (Supportive Services Only) Projects- Projects with dedicated funding
to provide direct services to clients enrolled in or seeking access to Homeless Services
Programs.

Community Matcher - The Community Matcher is the entity responsible for carrying out
Coordinated Access matching policies and procedures in the Coordinated Access system,
including but not limited to matching clients to vacancies following the Coordinated Access
Prioritization Policy and troubleshooting the Coordinated Access system. The Community
Matcher in Baltimore City is currently the Continuum of Care’s Collaborative Applicant.

1.2. HMIS Governance Documentation Amendment Process

The Data and Performance Steering Committee and the HMIS Lead will guide the
amendment of these Policies and Procedures and other HMIS governance
documentation. The Data and Performance Steering Committee will review and
recertify the HMIS Policies and Procedures and HMIS Data Quality Plan at least once
annually and as changes are proposed.

Procedures:

Proposed changes may originate from any participant in HMIS, including clients.

When proposed changes originate within a Participating Agency, they must be reviewed by
the Executive Director/ Program Director (or equivalent) of the Participating Agency and
then submitted by the Executive Director/ Program Director (or equivalent) to the HMIS
Program Administrator. Requests can be submitted to HMIS@baltimorecity.gov.

The HMIS Program Administrator will maintain a list of proposed changes.

The list of proposed changes will be discussed by the Data and Performance Steering
Committee at least quarterly. At this meeting, the group will determine if these changes
require additional research and if so, they will create a plan for completing the necessary
research and timeline for completion.

If changes do not require additional research or once this research is complete, then the
steering committee will vote to adopt or reject the recommended changes

Changes approved by the Data and Performance Steering Committee will be made by the
HMIS Program Administrator and sent to all HMIS Participating Agencies. Except as
mandated by HUD 30 days’ notice will be provided before any changes are required to be
implemented.

The Executive Director/ Program Director (or equivalent) from each of the Participating
Agencies shall have 10 working days, from the delivery of the amended document to
acknowledge receipt and any concerns with the revised Policies and Procedures (or other
documents). The Participating Agency’s Executive Director/ Program Director (or
equivalent) shall also ensure the circulation of the revised document within their agency
and compliance with the revised Policies and Procedures.
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8. Training on changes to HMIS documentation will be incorporated into HMIS User Group
Meetings or scheduled as needed.

2. HMIS Reporting, Access and Data Sharing

2.1.

Participating Agencies

An HMIS Participating Agency is any organization (including its employees, volunteers,
affiliates, contractors and associates) that records, uses or processes PPl on homeless
clients for the Baltimore City HMIS under the requirements and restrictions of the Baltimore
City HMIS Participating Agency Agreement. Participating Agencies may participate in HMIS
to fulfil requirements of funding sources or may otherwise participate on a voluntary basis.

The HMIS Lead strongly encourages projects that serve persons who are homeless or at

risk of

homelessness and are not required to participate in the HMIS to do so voluntarily. Having
more providers in the HMIS creates the potential for:

e More effective coordination of client services through case management and
referral information sharing;

e More accurate tracking of client returns to the homelessness prevention and
assistance system;

e More accurate counts of homeless persons and system resources, which could be
used to understand the gaps in the service system;

e Better data about community-wide needs, which can help guide advocacy efforts,
policymaking, and funding allocations; and

e Better data about system outcomes, which can be used to guide service targeting
and performance improvement efforts.

[ ]

Procedures:

1. All organizations requesting access to HMIS will complete the HMIS Access request

form.

2. Organizations that are required to participate by funding requirements or other

contracts may be approved by the HMIS Lead without notification of the Data &
Performance Committee.

3. Other requests to participate in HMIS will be screened by the HMIS Lead and

referred to the Data & Performance Committee for consideration.

4. The Data & Performance Committee will consider the request, using the HMIS

Access Request form to evaluate the decision. The requesting agency may be

asked to present to the Data & Performance Committee.

5. The Data & Performance Committee will approve or deny the request by vote.

6. The requesting organization will be notified of the decision by the HMIS Lead.



7. All Participating Agencies must sign a Participation Agreement before HMIS Access
is granted, agreeing to adhere to all HMIS Policies and Procedures, regardless of
voluntary or mandated HMIS participation.

2.2. Data Access
The Participating Agency retains access over all information entered into the HMIS.

Procedures:

1. Inthe event that the HMIS system ceases to exist, Participating Agencies will be notified
and provided reasonable time to access and save data on persons served by the
Participating Agency. Thereafter, the information collected by the HMIS will be purged or
appropriately stored.

2. In the event that the Continuum of Care selects a different organization to serve as the
HMIS Lead, the current HMIS Lead will work with the CoC and new organization selected
to transfer the custodianship of the data for continuing administration. In that case, all
HMIS Participating Agencies will be informed in a timely manner.

3. Participating Agencies that utilize other databases to record client level data or are
ceasing participation in HMIS are permitted to export their programs’ data from the HMIS
and upload these data into other databases.

4. Agencies who transfer data from the HMIS are responsible for adhering to federal, state
and local privacy laws within their databases.

5. Agencies requesting a data transfer with client information from outside their
organization must complete a formal MOU between the agency and the HMIS Lead. The
Data and Performance Committee must approve the MOU.

6. The HMIS Lead will follow all archiving data standards established by HUD in notice, as
well as any applicable Federal, state, territorial, local, or data retention laws or
ordinances. Once data is archived, current and former Participating Agencies may
request a copy of their data from the HMIS Lead from the archive.

2.3. Report Requests

1. The general public can request reports for non-identifying aggregate and statistical data
by completing a Report Request Form, detailing the purpose and parameters of the
information requested.

2. All report requests will be approved on a case-by-case basis and fulfilled at the discretion
of the HMIS Lead and/or the Data and Performance Committee. The HMIS Lead may bring
requests to the Data and Performance Committee as needed.

3. Reporting on clients by Participating Agencies must follow the same HMIS Security and
Privacy policies outlined in this document. Reports containing identifiable information
may only be shared with authorized users or under an MOU following procedures in
section 2.5. Data must be stored securely following the Secure Storage protocols outlined
in this document.



https://docs.google.com/forms/d/1pScUyxfi3pZ18wjQyfbngFfDDMPdisUmHMFPYMxoi6w/edit

4. Any requests for reports or information from an individual or group who has not been
explicitly granted access to the Baltimore City HMIS will be directed to the Data and
Performance Committee.

5. No individual client data will be provided to meet these requests without proper
authorization.

2.4. Transfer of Data for the Purposes of Reporting

Transfer of aggregate data or client Pll to secure data repositories may occur for the
purpose of fulfilling funding requirements. The HMIS Lead is authorized to evaluate and
enter data sharing agreements for the purposes of fulfilling funding agreements
authorized by the Collaborative Applicant. These funding sources include, but are not
limited to:

® HUD: Continuum of Care
Emergency Solutions Grants
Runaway and Homeless Youth
Housing Opportunities for Persons With AIDS
Projects for Assistance in Transition from Homelessness
Supportive Services for Veteran Families
State of Maryland

Procedures:

1. The HMIS Lead will evaluate data sharing requirements of new funding
agreements and ensure security protocols for data transfer and storage maintain
client privacy and confidentiality.

2. When necessary, the HMIS Lead will provide specific training to providers on
completing data exports and uploads for reporting purposes, and secure handling
of client data.

2.5. Data Sharing with Affiliated Databases and Third Parties

With the approval of the Data and Performance Committee, the HMIS Lead may
enter into a Memorandum of Understanding with a third party to enable data sharing,
matching or transfer to or from the HMIS to or from another secure, managed database,
so long as doing so is in furtherance of any of the Authorized Uses of HMIS Data (see
section on Authorized Uses).

Before approving an MOU, the Committee will review:

1. Purpose and intent of MOU

2. What data elements for which clients will be shared, by whom, with whom, how
frequently, and for how long

3. Consent and security policies of affiliated database

4. Potential benefits of MOU to current or future clients through care coordination,
enhanced data collection, and system integration

5. Potential risks or harms to current and future clients



6. Monitoring procedures for the agreement
7. Term of the agreement

MOUs will be kept on record by the HMIS Lead. All data sharing, matching or transfers
and their purpose will be listed on the MOHS website. The link to the website will be
included in the HMIS Privacy Notice and HMIS Client Consent form.

Procedures:

The requestor will complete a Baltimore City HMIS Data Sharing Request form to be pre-
screened by the HMIS Lead. The HMIS Lead will evaluate the request for viability. If
deemed viable, the HMIS Lead will present the request to the Committee

The Committee may review the request prior to the formation of a formal MOU to make
recommendations

All drafted MOUs will be presented to the Data & Performance Committee at a public
meeting by the MOU party

MOUs are required to undergo legal review to ensure all security regulations and policies
are adhered to

The Data and Performance Committee and HMIS Lead will do their due diligence in
reviewing the technical components of the data transfer and data warehouse to ensure
security policies are met

All MOUs must be approved by the Data and Performance Committee by a majority vote
The Data and Performance Committee is responsible for the review of expired or renewal
MOUs

Stakeholder Responsibilities

3.1. CoC Board Responsibilities include but are not limited to:
1. Designate an eligible applicant to serve as the HMIS lead and manage the system.

2. Work with the HMIS Lead to measure and monitor progress towards making
homelessness rare and brief.

3. Designate a single information system as the official HMIS software for the CoC

4. Work with the HMIS lead to encourage city wide provider participation except as
exempt by law.

5. Define the requirements of the HMIS lead in the Governance Charter and By Laws

3.2. Data and Performance Steering Committee Responsibilities:

1. Work with the HMIS Lead to measure and monitor progress towards making
homelessness rare and brief.

2. Create, monitor and revise (as needed) system-level performance data metrics and
benchmarks.



Create, monitor and revise (as needed) project-level performance data metrics and
benchmarks.

4. Review at least annually and approve revisions to the HMIS Policies and Procedures,
the HMIS Data Quality Plan, and other significant HMIS policy documents.

5. Work with the HMIS Lead to prioritize and provide direction to data projects and work
plans. Work with the HMIS Lead to develop an agreed upon action plan and timeline
to fulfil Committee directives.

6. Oversee monitoring of the HMIS Lead Agency on an annual basis.

3.3. HMIS Lead Agency Responsibilities

1. Report to the CoC Board and Data and Performance Committee on system-level and
project-level progress toward making homelessness rare and brief.

2. Ensure the consistent participation of any non-exempt recipients of funding programs
that require HMIS participation.

3. Facilitate the operation and activities of the Data and Evaluation Steering Committee

4. Develop and maintain HMIS Policies and Procedures documents, HMIS Security Plan,
Participation Agreement, System User Agreement, System User Confidentiality
Acknowledgement and other HMIS documentation and guidance under the direction
of the Data and Performance Committee.

5. Ensure that all non-exempt Participating Agencies have signed and are in compliance
with the agency’s Participation Agreement.

6. Monitor data quality and compliance with HMIS policies and security protocols both
within the database and through site visits to participating agencies.

7. Assign staff to enforce and audit adherence to HMIS security protocols among
participating agencies and respond to HMIS security incidents. The primary contact
for incidents will be the manager of the HMIS Lead or, in their absence, the executive
leadership overseeing HMIS Unit activities.

8. Enforce HMIS security protocols, including coordinating responses to suspected
violations of client security and confidentiality policies, and proper disposal of
Personally Identifiable Information (Pll).

9. Oversee the setup and ongoing administration of the HMIS software and provide
training, technical assistance and support to HMIS users in alignment with the Agency
Support Request policies.

10. Manage the contract and work with the HMIS vendor to ensure compliance with

HMIS Technical Standards, data collection and reporting requirements, and HMIS
Policies and Procedures. Work with HMIS vendors to ensure ongoing usability of the



11.

12.

13.

14.

15.

16.

17.

18.

system, including, adequate concurrent user licenses for the Baltimore City HMIS user
base.

Ensure compliance with HUD HMIS Data and Technical Standards

Oversee customization of HMIS database, including the development of custom
reports, and interface enhancements.

Oversee the collection, analysis and presentation of HMIS data for reporting to
federal, state and local governments, private entities, clients, and citizens.

Lead performance evaluation activities.
Write, submit, and administer the HMIS project grant.
Maintain up to date information about the HMIS on the Lead Agency’s website

Work with exempt agencies to ensure they are up to date on required data collection
and reporting requirements.

Respond to motions and directives from the Data & Performance Committee and CoC
Board by jointly creating an action plan, which specifies deliverables to be
implemented on a mutually agreed upon timeline.

In line with HUD’s recommendations for HMIS staffing structures, the HMIS Lead Agency will seek

to maintain
staff or cont

a minimum HMIS support staff ratio of 1 support staff person per 100 users, via local
racted consultant services.

4. Participating Agency Responsibilities

4.1.

Agency Executive Leadership/Program Director Responsibilities
1. Sign the Participation Agreement and submit it to the HMIS Director.

2. Ensure agency compliance with the Participation Agreement, System User
Agreement, System User Confidentiality Acknowledgement, and HMIS Policies
and Procedures.

3. Designate one employee as the HMIS Representative and notify the HMIS Lead
of this assignment.

4. Work with the HMIS Lead to resolve HMIS data quality and compliance issues.

4.2,

Agency HMIS Representative Responsibilities

More than one HMIS Representative may be designated at an agency if more than one
person has authority within their Participating Agency to fulfill this role. This role should
be designated by executive leadership within the agency who oversees HMIS activities,

and

responsibilities of each Rep be specified to the HMIS Lead Agency.
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4.3,

10.

11.

12.

13.

Ensure compliance with HMIS Policies and Procedures.

Serves as the primary contact for all concerns related to HMIS privacy and
security. Responsible for overseeing and ensuring that all HMIS security and
privacy protocols are implemented within their organization.

Ensures that any agency-specific data security policies and procedures are
communicated to the HMIS Lead.

Sends updated agency-specific data security policies and procedures to the HMIS
Lead within 30 days of any changes.

Designates and removes agency HMIS system users.

Designates and removes HMIS System Users authorized to serve as the HMIS
Power User.

Ensure compliance with the agency-specific data security policies and
procedures.

Documents and investigate suspected violations of client privacy or data security
policies.

Notify the HMIS Lead within 24 hours of receiving reports of suspected violations
of client privacy and data security policies.

Notify the HMIS Lead of the Participating Agency’s response to suspected
violations of client privacy and data security policies.

Serve as the primary contact for reporting, data quality reviews, HMIS
monitoring, and HMIS operations within the Participating Agency.

Maintains access to advanced HMIS features to assist in Project Set Up and User
Management.

Attend HMIS User Group meetings or send a representative from their HMIS
Participating Agency (this may be the HMIS Power User or another System User).

Agency HMIS Power User Responsibilities

Agencies may designate HMIS Power Users who can serve as an alternate contact for HMIS
activities, specifically reporting, data quality reviews, monitoring and other HMIS operations.
This is recommended for Participating Agencies with multiple HMIS projects, which may be
supervised by different staff. HMIS Representatives may designate additional responsibilities
to the Power User but must notify the HMIS Lead. Responsibilities include:

1.

2.

Serves as an alternate contact in each agency for all agency users for support in
using the HMIS.

Provide additional system use training to agency users as needed.



3. Maintains access to advanced HMIS features to assist in Project Set Up and User
Management.

4. Supports the HMIS Representative in some tasks as authorized by the HMIS
Representative.

4.4. System User Responsibilities

1. Sign the System User Agreement and System User Confidentiality
Acknowledgement and submit copies to the HMIS Lead.

2. Comply with all HMIS agreements, policies, and procedures.

3. Report suspected violations of client privacy and data security policies to the
Agency HMIS Representative within 24 hours.

4. Provide feedback to user’s agency HMIS Representative or the HMIS Lead
regarding system bugs or defects and/or recommended improvements to the
system to increase ease of use.

4.5. Exempt Agency Responsibilities

1. Utilize a comparable database to the HMIS.

2. Develop database policies and procedures that comply with federal HMIS regulations.
3. Submit policies and procedures to the HMIS Lead.

4. Ensure compliance with agency-level policies and procedures.

5. Report de-duplicated, de identified data to the HMIS Lead to meet any federal, state
or local reporting requirements

5. System Requirements

5.1. Hardware, Software, and Network Requirements

Each Participating Agency is responsible for meeting the minimum hardware, software, and
network requirements to access the HMIS, and, for providing the necessary maintenance for
continued HMIS participation.

ClientTrack is a web-based application that can be accessed on a computer or mobile device. In
order to access the HMIS, a device must have the latest version of one of the following
browsers:

1. Internet Explorer/Microsoft Edge

2. Firefox

3. Google Chrome

4. Safari



The device must also have a secure internet connection.

5.2.

1.

User Designation

Each Participating Agency is responsible for designating staff who require access to
the HMIS.

In the HMIS database, system users shall be assigned workgroups based on the
program types they need access to and their roles at Participating Agencies.
Participating Agencies will notify the HMIS Lead of the need to change a user’s
assigned workgroups.

Participating Agencies will notify the HMIS Lead of the need to deactivate system
users within 24 hours of termination of their service with the agency. Advance
notification is preferred, especially in the case of agency-initiated terminations.

In emergency removal situations HMIS Representatives may change the password of
any users for which they are assigned as Supervisor in HMIS.

Procedures (To Designate a New System User):

1.

The Executive Director, or designee, of a Participating Agency will submit a request
by emailing the HMIS Help Desk.

The new system user will read the HMIS Participation Agreement and HMIS Policies
and Procedures.

The new system user will complete the System User Agreement and System User
Confidentiality Acknowledgement forms and complete Security Awareness and
System Orientation training.

The HMIS Lead Agency will provide new user training and logon information to the
system user.

Procedures (To Change a System Users’ Workgroup)

The HMIS Representative of a Participating Agency will submit a request to the HMIS
Lead to change the user’s workgroup.

The HMIS Lead Agency will change the user’s workgroup and send a confirmation
email to the user and the person who made the request.

Procedures (To Deactivate a System User):

1.

The Executive Director, or designee, of a Participating Agency will submit a request to
the HMIS Help Desk.

The HMIS Lead Agency will deactivate the system user within 24 hours of receiving
the request.



Procedures:

1. Participating Agencies can request training from the HMIS Lead regarding data
transfers.

2. The HMIS Lead will coordinate this training with the Participating Agency.
6. Agency Support Requests

Participating Agencies can request HMIS technical support from the HMIS Lead through the
HMIS Help Desk.

Procedures:

1. Support requests can be submitted by calling the HMIS Help Desk, Monday through
Friday, 8:30am to 4:30pm, emailing the HMIS Help Desk or by submitting a support
ticket within the HMIS Software.

2. All HMIS Support requests will receive a response in 24 business hours. If for any
reason there is reduced coverage of the HMIS Help Desk that may result in a delayed
response time, the HMIS Lead will communicate the term of the reduced coverage to
HMIS users, either via email communication, help desk email auto-reply, voicemail
message or other means.

6.1. System Customization requests

1. If, after implementation, the agency wishes to use HMIS for other projects or make
adjustments to current project configurations, the agency’s HMIS representative must
submit a written or electronic change request to the HMIS Lead Agency.

2. The Data and Performance Committee shall review, request additional information and
decide upon any requests based on evidence-based practices, consistency with other
program types, and potential risks and benefits to current and future clients.

3. The Data and Performance committee will make recommendations to the CoC Board and
HMIS Lead on improvements to the HMIS System.

Procedures:

1. Participating Agencies should complete the HMIS Enhancement Request form to
submit any request for system customizations



https://docs.google.com/forms/d/1JE6X28WZT8QrbQ_pTMwBsLMkuNaDa70U6vn4nQfgdoU/viewform

7. Data Requirements

7.1.
1.

7.2.

7.2

Minimum Data Requirements

Each Participating Agency is responsible for collecting the data elements required for
their project type by their funding source(s), as specified by their contract, program
regulations, and HMIS regulations and guidance.

Each Participating Agency is required to communicate to the HMIS Lead changes in
funding sources or project definitions to ensure the maintenance of accurate data

For each client served, every Participating Agency is required to enter the minimum
required data fields (i.e. entry, update, annual and exit assessments), related to the
programs it is operating in. The entry should be entered into HMIS in a timely manner
in alignment with the Data Timeliness standards established in the HMIS Data Quality
Plan. Minimum HMIS Data requirements can be found in the HMIS Data Standards
Manual.

Local Data Collection Policies

1. Housing Data Requirements

1. Each Participating Agency is required to maintain up to date Bed and Unit
Inventory Information within HMIS in alignment with HMIS regulations and

guidance

2. Data should be reviewed no less than annually and updated when inventory
changes.

3. HMIS Representatives may maintain housing set up, or contact the HMIS Lead
agency for assistance, specifying housing changes.

4. Each Non-Exempt Participating Agency funded by the HMIS Lead that provides
shelter beds or housing is required to document Check-Ins and Check-Outs within
HMIS.

5. Housing Check-Ins and Check-Outs should be entered into HMIS in alignment with
the Data Timeliness standards established in the HMIS Data Quality Plan.

6. Residential Projects that want to use HMIS to track clients to whom they provide
services that do not result in an overnight stay must have a separate project with
a project type of ‘Services Only’ set up for this purpose.

7.2.2. Service Data Requirements

1. Each non-exempt Participating Agency is required to document within the HMIS
services that are provided by the organization OR services that are required by
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7.2.3.

their funding program (ex. RHY, SSVF, PATH) that are listed in the HMIS Program
Manual.

HMIS Representatives should contact the HMIS Lead to ensure that the
appropriate service codes are available for their organization.

Street Outreach Data Collection

Street Outreach projects are required to enter a client to their project within
HMIS at the first contact with a client. An enrollment date is required, however
an HMIS engagement date is not required until the client agrees to engage in
services from the project.

Street Outreach projects are required to log all outreach contacts made before
and after a formal engagement within HMIS.

Staff in Street Outreach projects should identify all clients in HMIS that need to
be discussed at the weekly outreach coordination meeting.

When a client provides consent to engage in services from a Street Outreach
project, an engagement date and required data must be entered into HMIS.

Clients are to be exited from the Street Outreach Project within HMIS when the
client has been successfully transitioned to another HMIS project, the client has
become inactive or is terminated from the project. Criteria for client inactive
status or termination may be found in the Standards of Care. [Insert Link]

Procedures: Enrolling Outreach Contacts:

a.

If the client chooses not to engage, using the Short Intake workflow and enter in
as much information as can be gathered from the client.

The Project Entry date is the date of the first Contact.

For subsequent contacts, Street Outreach Projects should continue to enter
information to the same intake record utilizing the “Edit Enrollment Workflow”
function, until the point of engagement.

Street outreach projects should develop and maintain an internal naming policy
and system for tracking and updating aliases used during the Contact period.

Until the point when a legal name is obtained, the alias should be entered into
the Name fields on the Basic Information Form. If an alias is used in the Name
fields, “Name Data Quality” should be entered as “Partial, street name, or code
name.”

After the legal name is obtained, edit the Name fields to reflect the legal name,
and enter the alias on the Client alias form.



g. Due to the nature of outreach services, there may be duplicate client records for
one person. When duplicate client records are identified during the weekly
outreach coordination meeting (currently HIP) contact the HMIS Lead Agency
with the alias and legal name information to merge these records.

h. At the point of engagement, Outreach Projects compete the client enrollment
record in the project by completing the Full Intake workflow tied to the same
enrollment.

i. The Project Entry date remains the date of the first Contact, regardless of whether
the client fully engaged on that date.

j.  The Date of Engagement field on the Program Enrollment form should reflect the
date at which the client agreed to receive services from the project.

Note: Data quality for Street Outreach projects only applies to clients with an
engagement date

7.2.4. Rapid Rehousing Data Collection

1. Rapid re-housing projects will follow the “Identifying Residential Move-In Date”
method for entering a client into the Rapid Re-Housing project.

2. Clients are to be exited from the Rapid Re-housing project in HMIS when the client
no longer receives services from the program and the case is formally closed.
When a case is formally closed may be determined by projects to align with their
internal case management practices. This may be when eligibility ends, or at some
other point prior to eligibility ending.

3. Previously exited clients that return for services should receive a new enroliment
into HMIS.

4. Rapid Re-Housing projects will enter Housing data for clients receiving Rental
Assistance through the program for the purpose of tracking utilization.

Procedures:
Residential Move-In Date Method:

a. The Project Entry Date is the date the person eligible for Rapid-Re-housing
assistance is admitted to the project, even if only in initial stage of engagement.
The project entry may be earlier than the client’s move-in date

b. At project entry, record the Universal Data Elements and all information required
at project entry.

C. When the client moves into housing, update the Residential Move-In Date field
to reflect the date the client physically moved into the housing unit.



7.2.5. Homelessness Prevention Data Collection

1. Homelessness prevention projects must reevaluate and update as necessary
information on Homelessness Prevention clients once every three months.
Information required to be updated in the HMIS, if changes have occurred
include:

a. Income and Sources
b. Non-Cash Benefits
C. Health Insurance

2. Clients should be exited from the Homeless Prevention HMIS project when
eligibility ends or if the case is formally closed for another reason before the
eligibility end date.

3. Homelessness Prevention projects are not required to maintain detailed records
of financial assistance payments, such as payment amounts, within HMIS,
however providers must log payments made to clients as a service.

7.3. Annual Assessment Policy

In accordance with the FY 2026 HUD HMIS Data Standards, all projects are required
to complete an Annual Assessment for any household member that has been enrolled
in a project for one year or longer.

The Annual Assessment must be conducted within thirty (30) days before or after the
Head of Household’s project start date anniversary. The assessment must be recorded
with the actual date on which it is completed as the Information Date. However, in
order to comply with HUD standards, the Data Collection Stage must be designated as
“Annual Assessment,” not “Update” or another category.

The Head of Household’s enrollment date establishes the annual anniversary for the
household. All members of the household are required to be assessed at the same
time, regardless of whether their individual enrollment dates differ from the Head of
Household'’s.

The purpose of the Annual Assessment is to ensure that client information is reviewed
and updated at least once per year. This process supports accurate and current data
for reporting, service planning, and compliance with federal requirements.

Completion of the Annual Assessment is required even in cases where no client
information has changed. Failure to conduct the assessment within the required
timeframe may result in data quality concerns, compliance findings, and/or corrective
action.



8. Training Policies and Procedures

8.1. Training attendance

1. Successful completion of any in-person training requires full attendance during the
training session. Successful completion of any virtual training requires full completion
of all training components within the allotted timeframe.

2. Forin-person training sessions, lateness of more than 10 minutes or departure more
than 10 minutes prior to the end of the training will count as an incomplete training,
and users will be required to repeat the training on the next available training date.

3. Absences or non-completion will be reported to the HMIS representative.

Depending on the nature of the training, non-attendance or non-completion may
result in system access being revoked until the training requirement is fulfilled. Users
and their HMIS representative will be notified if system access will be revoked due to
non-attendance.

8.2. New User Training

1. New users must complete the HMIS New User Training and pass the Baltimore HMIS Basic
User Certification test at the conclusion of each training. New HMIS Users will not be
granted access to HMIS until the training and Certification test is successfully completed.

2. The Baltimore HMIS Basic User Certification test is administered during the HMIS New
User Training and may be taken with the support of notes and consultation with the
Trainer.

3. A user will have three attempts to pass the HMIS Basic User Certification test during the
training period. If the user fails to successfully complete the test, the HMIS Lead Agency
with the user’s HMIS Representative will develop a remedial training plan and steps to
gain system access.

Procedure: Registering a new user for Security Awareness and System Orientation
Training

1. The HMIS Rep submits the completed HMIS New User Authorization form to the HMIS
Lead Agency and 1) sends a request to the HMIS help desk to include the user in the next
training or 2) registers the new user for the training.

2. HMIS Lead Agency sends a confirmation request to the trainee and the trainee confirms
their attendance at least 48 hours before the training.

8.3. HMIS Representative Training

In addition to Security Awareness and System Orientation training, HMIS Representatives
are strongly encouraged to attend an HMIS Representative Orientation session with the



HMIS Lead or complete similar training if available. The orientation will review the HMIS
Representative’s roles and responsibilities, security protocols and advanced HMIS
features.

8.4. Annual Refresher Trainings

All system users are required to attend an Annual Refresher Training session that will
review new functionality, and updates to policies and procedures.

Annual Refresher Trainings are required once in a calendar year.

Additional trainings targeted to a specific user type, project type or other criteria may
be required at the discretion of the HMIS Lead Agency, depending on the nature of
updates to be reviewed.

8.5. Voluntary Trainings

Additional trainings and certifications on advanced HMIS functionality will be made
available as staffing capacity permits and CoC needs dictate.

8.6. Training Information

HMIS Representatives may request a list of users and their most recent training dates at
any time from the HMIS Lead.

Training information will be posted and maintained on the HMIS Lead website and
communicated regularly to the HMIS Representatives and Power Users.

Data Security Policies

The security standards set in the 2004 Data and Technical Standards Notice (Section
4.3) serve as baseline standards adhered to by the Baltimore City CoC. These security
policies described in this section are local policies meant to enhance further the security
of information collected through HMIS. These security policies are directed to ensure the
confidentiality, integrity and availability of all HMIS information, protect against any
reasonably anticipated threats or hazards to security, and ensure compliance by end
users.

9.1. Security Management, Compliance and Review

1. The HMIS Lead Agency has responsibilities to manage the selection, development,
implementation and maintenance of security measures to protect HMIS information.

2. The HMIS Lead Agency must retain copies of all contracts and agreements executed
as part of the administration and management of the HMIS or otherwise required.

3. The HMIS Lead Agency must complete an annual security review to ensure the
implementation of the security requirements for itself and Participating Agencies,
using a checklist to ensure compliance with each requirement defined in this section.


https://www.hudexchange.info/resources/documents/2004HUDDataandTechnicalStandards.pdf

4. The HMIS vendor will track metadata on what a user has viewed in addition to what
a user has edited, in case inappropriate use must be investigated.

9.2. Security Contact

1. A Participating Agency’s HMIS Representative is expected to serve as the primary
contact for all security incidents and is responsible for ensuring compliance with
applicable security standards and protocols.

2. The HMIS Lead Manager, or, in their absence, the executive leadership overseeing
the HMIS Lead, is responsible for ensuring compliance with applicable security
standards and protocols.

9.3. Disaster recovery

The HMIS Software Vendor is required by contract to implement technical safeguards to
prevent data loss in the event of a disaster. In such an event, the vendor will contact the
HMIS Lead Agency and provide a timeline for recovery. The HMIS Lead Agency will then
communicate the timeline with other stakeholders, include instructions to guide
operations during the recovery process, and provide periodic updates as well as
notification upon successful recovery of any data loss.

9.4. Workforce Security

Participating Agencies are recommended to conduct criminal background checks or
similar screening practices in accordance with their internal hiring practices on the HMIS
Representative and on users with system access beyond their primary organization of
employment.

9.5. Security Training

HMIS Lead Agency must ensure that all system users receive training on security policies
and procedures within the HMIS New User Training before given access to the system and
at least annually during HMIS Refresher Trainings. The HMIS Lead Agency will maintain
attendance records for all training events to assure compliance. See section 5 for training-
specific policies and procedures.

9.6. Device and Network Requirements

1. Participating Agencies and HMIS Lead Agency must ensure that devices used to
access the HMIS have password-protected access with automatic system lock
after no more than 15 minutes of user inactivity.

2. Participating Agencies and HMIS Lead Agency must ensure that computers used
to access the HMIS have virus protection, in accordance with the agencies internal
policies, that is updated at least annually.



9.7.

9.8.

9.9.

Participating Agencies and HMIS Lead Agency must ensure that internet
connections used to access the HMIS are set up using basic standard network
security protocols to prevent unauthorized access to your network and to HMIS
data stored in local servers or hard drives.

System Passwords

System users’ passwords may not be shared, even among other authorized HMIS
users.

System users may not allow an internet browser to save their HMIS passwords.
System users may not store their passwords in locations that are easily accessible
to others (i.e. under the computer keyboard or posted near the workstation or
on personal devices).

System Access Physical Location

Because of the confidential nature of data stored within HMIS, the system must
be accessed from a sufficiently private physical location so as to ensure that
persons who are not authorized users of the HMIS are not able to view client level
data.

a. Users must log out of the HMIS system when their work space will be
unattended or accessed by unauthorized persons. The system will
automatically logout a user after 15 minutes of inactivity.

b. User must ensure screens and monitors used to access HMIS are not
positioned so that non HMIS users may see information. Alternatively,
monitor privacy screens must be used.

User Inactivity

User accounts that have not been accessed for 60 or more days will be
automatically disabled, meaning the user will be unable to access the system.

User accounts that have not been accessed for 180 or more days will be
automatically disabled and have their prior authorization invalidated, meaning
the user will need to be reauthorized before they can access the system.

Procedure:

1.

For accounts inactive for more than 60 days, but less than 180 days, HMIS
Representatives must contact the HMIS Help Desk on behalf of a user whose
account has been disabled after 60 days of inactivity, if the Participating Agency
wishes to reactivate the account. The account will be reactivated at the discretion
of the HMIS Help Desk.

For accounts inactive for more than 180 days, HMIS Representatives must submit
a new request to the HMIS Help Desk for any inactive user that still needs access
to the system. These re-authorized users will then need to retake the HMIS Basic
User Certification test. Users have the option to attend Security Awareness and
System Orientation training if desired.



9.10.

Personally Identifiable Information (PIl) Storage and Management

System users are responsible for maintaining the security of all client data extracted
from the HMIS and any data collected for purposes of entry into the HMIS via methods
that align with the HUD Data and Technical Standards (section 4.3.2 & 4.3.3)

9.11.

9.12.

ok

Electronic Data Storage and Management

System users may only store HMIS data containing client level Pll on devices
owned by their agency.

System users may not store HMIS data containing client level PIl on portable hard
drives or removable media unless the file or device is password protected.
System users are responsible for safeguarding HMIS client level PIl that users
store on agency-owned devices.

Electronic transmission of HMIS data containing Pl will be limited to secure direct
connections or, if transmitted over the internet, the data will be encrypted using
a 128-bit key or transmitted using password protected files.

Participating Agencies and HMIS Lead Agency are responsible for developing
additional policies and procedures for protecting electronic data from theft, loss,
or unauthorized access.

Before disposing of hard drives used to store PII, Participating Agencies will
consult with the HMIS Lead.

Hard Copy Data Storage and Management

Hard copies of HMIS data containing Pll shall be kept in individual locked files or
in rooms that are locked when not in use.

When in use, hard copies of HMIS data containing Pll shall be maintained in such
a manner as to prevent exposure of Pll to anyone other than the system user(s)
directly utilizing the information.

Employees shall not remove hard copies of HMIS data containing Pll from their
Agency’s facilities without permission from appropriate supervisory staff unless
the employee is performing a regular work function which requires the use of
such records outside of the facility.

Faxes or other printed documents containing Pll shall not be left unattended.
Before disposing of hard copies of HMIS data containing Pll, they must be
shredded.

Participating Agencies and HMIS Lead Agency are responsible for developing

additional policies and procedures for protecting hard copies of HMIS data
containing Pll from theft, loss, or unauthorized access



9.13.

9.14.

Agency Specific Data Policies and Procedures

1. Participating Agencies may develop agency-specific data security policies and
procedures that go beyond the standard policies included in this section.

2. Participating Agencies are required to provide copies of agency-specific data
security policies and procedures to the HMIS Lead if they are different from
the HMIS Policy and Procedure’s security policies. An updated copy of the
agency-specific data security policies must be provided any time there is a
change to the document.

3. The HMIS Lead is responsible for reviewing agency-specific policies and
procedures to determine if they conflict with the HMIS Policies and
Procedures and resolving any conflicts.

4. Participating Agencies are responsible for ensuring compliance with any
agency-specific data security policies and procedures.

Reporting Security Incidents

1. Asecurity incident is any attempted or successful unauthorized access, use,
disclosure, modification, or destruction of information or interference with
system operations in the HMIS.

2. HMIS Participating Agencies are expected to develop and maintain
procedures for investigating and resolving security incidents involving client-
level data, including HMIS data. HMIS Participating Agencies are expected to
provide copies of these procedures to the HMIS Lead Agency, and notify the
HMIS Lead whenever changes occur.

3. Participating Agencies and HMIS Lead Agency will post a notice anywhere
HMIS data is collected or accessed that articulates the reporting mechanism
for suspected breaches of data security. The notice will include contact
information for the agency’s HMIS Representative. The notice will include
additional instructions for reporting anonymously.

4. Upon becoming aware of a suspected security incident, System Users must
report the security incident to the HMIS Representative. A user may report
any incident directly to the HMIS Lead Agency via hmis@baltimorecity.gov.
If the security incident involves the HMIS Lead Agency, the user may report
the incident to the Chair of the Data and Performance Committee.

5. Areport of a security incident to an HMIS Representative should trigger the
HMIS Participating Agency to follow their internal procedures for
investigating a suspected security incident. If the security incident is
confirmed to be a successful security breach, resulting in unauthorized use,
disclosure, modification or destruction of HMIS data or interference with
HMIS operations, the Participating Agency should notify the HMIS Lead.

6. Inthe event a security incident is reported directly to the HMIS Lead and/or
the Data & Performance Committee, the HMIS Lead and/or Chair of the Data
& Performance Committee will work with the appropriate parties to
investigate the incident.

7. If the security incident resulted from a System User’s suspected or
demonstrated noncompliance with the System User Agreement or
Confidentiality Acknowledgement, the HMIS Representative should request
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10.

to have the System User’s HMIS access deactivated until the investigation has
been completed. The HMIS Lead Agency reserves the right to deactivate any
system users suspected of unauthorized use or disclosure of HMIS data until
an investigation has been completed.
In the instance of a confirmed security incident and dependent on the nature
of anincident the HMIS Lead will develop a follow up action plan and timeline
jointly with the HMIS Participating Agency. The development of this plan may
involve additional parties at the discretion of the HMIS Lead Agency.
The HMIS Lead Agency will notify the appropriate body of the Continuum of
Care of any substantiated release of PPl in noncompliance with the provisions
of the HMIS Policies and Procedures, and/or the HMIS Privacy Notice.
Participating Agencies and HMIS Lead Agency will maintain records with the
following information of all security incidents, responses and outcomes.

O Date of incident
Individuals involved
Project(s) involved
Type of incident
Impact
Resolution
Date of Resolution

O O0OO0OO0OO0Oo

10.Privacy Plan & Policies

10.1.

Purpose Use and Limitations

The HMIS Lead and HMIS Participating Agencies may only collect and use HMIS data for
the specific internal purposes and reasons relevant to the work of the Continuum of
Care, as defined in the HUD Data and Technical standards, the HMIS Privacy Notice and
this document. Every organization with access to Personally Identifiable Information
(Pll) must implement procedures to ensure and monitor its compliance with privacy
policies and may only collect information by lawful and fair means with the knowledge
and consent of the individual.

Effective September 1, 2025, information entered into the CoC HMIS will also be
shared with Maryland Statewide Homeless Data Warehouse (MSHDW) on the
Wellsky Community Service Platform administered by the University of Maryland
School of Social Work (UMSSW). Additional details on approved use and data
protection can be found in the MSHDW Privacy Notice.

10.2. Allowable uses and disclosures

10.2.1. Authorized uses of HMIS Data

1. To provide or coordinate services;

2. Tolocate programs that may be able to assist clients;
3. To refer clients to HMIS-participating programs;

4. To establish client eligibility for programs;



5. To produce agency-level reports regarding use of services;

6. To track agency-level and system-level outcomes;

7. For agency operational purposes, including administrative functions such as legal,
audits, personnel, oversight, and management functions

8. To comply with government and other funding agency reporting requirements;

9. To identify service needs in our community;

10.To support system-level planning;

11.To conduct research for governmental and educational purposes approved by the
Data & Performance Committee;

12.To monitor compliance with HMIS Policies and Procedures;

13.To further partnerships and initiatives entered into by the Baltimore City Continuum
of Care.

10.2.2. Authorized Data Disclosures

1. Disclosures of client-level data may occur when required by funding, as outlined in
section 2.3 or otherwise through a formal MOU developed by following the
procedures outlined in section 2.4. Disclosures may occur without MOU when
required by law (i.e. court order).

2. Aggregate data that does not contain any client specific identifying data may be
shared with internal and external agents without specific permission if there is no
reasonable basis to believe that it could be used to identify an individual.

3. Care Coordination and Case Conferencing - Data that is shared globally or with
selected agencies in HMIS may be discussed in a case conferencing format as long as
all participating organizations present have signed HMIS Participation Agreements.
4. Any HMIS information shared in case conferencing beyond basic client

information must have appropriate client consent.
5. If an organization has not signed the HMIS Participation Agreement, additional
consent must be obtained from any clients whose information will be shared.

10.3. Interagency HMIS Data Sharing

All information entered in the HMIS is shared with users within the agency who enter the
information and the HMIS Lead Agency.
There are six types of consent used by homeless services providers in the HMIS system:
no consent, inferred consent, verbal consent, signature, additional signature, and non-
HMIS data exchange (requires signature). See Types of Consent Table for details on
when and how each consent type is used.
Certain information, when saved in HMIS, is always shared globally to prevent duplication
of client records and services. These basic, globally-shared client information fields are
listed in the Client Consent to Share Information form and include:

O Name

O Date of birth
O Social security number
O Race/Ethnicity
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Gender

Sex

Sexual Orientation

Veteran Status

Disabling condition

Veteran challenge assessment
Client Contact Information
Family Contact Information
Emergency Contact Information
Household composition information
Urgent notifications

O O 0O 0O O O 0O O o0 o o o

Street Outreach Enrollments and Contacts (among other Street Outreach
providers)
0 Coordinated Access Status and Status History

Client level data collected by programs beyond the basic sharing elements listed above
are shared with all HMIS participating organizations based on the individual client’s
preference as expressed on the Client Consent to Share Information form, excepting
information that requires an additional signature for sharing

Client level data collected by programs, beyond the basic sharing fields listed in the HMIS
Client Consent to Share Information Form, may be shared with all HMIS participating
organizations only when the sharing agency has secured valid consent forms from the
client authorizing such sharing and only during such time that the consent forms are valid
(before their expiration, unless consent has been revoked earlier).

VSP Providers may obtain client consent to allow client information to be shared with the
HMIS Lead and an HMIS participating agency upon transfer to an HMIS participating
agency.

Each Participating Agency’s Executive Director/ Program Director (or equivalent) is
responsible for his/her agency’s compliance with the Interagency Data Sharing Policies.
Violation of these policies may result in suspension of system access.

10.4. Client Consent

By providing information to a Participating Agency, persons who receive services consent
to having that information entered into the HMIS, and thereby consents to have all basic
client information fields listed in the Client Consent to Share Information form shared with
all HMIS participating organizations (see section 5.5), and all information entered into the
system shared within the organization that entered the information, and with the HMIS
Lead Agency.

Clients who have consented to additional sharing of information may revoke consent in
writing at any time using the Client Consent Revocation form. This revocation applies all
information in the HMIS, including data collected at other Participating Agencies.
The Client Consent to Share Information form is valid for three years after signed.



4,

In order to enable additional data sharing time, the Client Consent to Share Information
must be completed annually.

Participating Agencies must maintain physical copies of client consent documentation for
a minimum of seven years. For programs that were funded with Continuum of Care funds
for the acquisition, new construction, or rehabilitation of a project site, client consent
documentation must be retained until 15 years after the date that the project site is first
occupied, or used, by program participants.

Procedures (Initial Consent):

1. During the first meeting with a client where HMIS or Coordinated Access data are
gathered, a representative from the Participating Agency will notify the client that
the information they collect will be entered into the HMIS, what HMIS is and will
explain the purposes for collecting information in the HMIS.

2. During this meeting, a representative from the Participating Agency will explain the
Client Consent to Share Information form, and the client’s right to revoke data sharing
in writing at any time.

3. Agency representatives have the following two options for obtaining informed
consent from members of a multi-person household. The agency representative must
choose between these options in consultation with the client(s). In some occasions,
both options may be appropriate for one family, where some family members are
included in one form, and others have their own separate form.

a. Anadult client can provide consent for members of his/her household that are minors
by listing them in the spaces provided in the form and initialing in front of each family
member’s name.

b. One consent form is completed for each individual in the household. A legal guardian
(or another adult if a guardian is not present) may sign for minors in the household.

4. The client must sign the Client Consent to Share Information form as proof that they
had an opportunity to review the form and get their questions about its content
answered.

5. If the client signs the form and agrees to share additional information with all HMIS
participating agencies, the Participating Agency representative must select “Yes” in
the client consent drop-down menu on the Basic Client Information form in
ClientTrack.

6. Ifthe clientindicates on the form that he/she declines to share additional information
with all HMIS participating agencies, the Participating Agency representative must
select “No” in the client consent drop-down menu on the Basic Client Information
form in ClientTrack.

7. A copy of all completed consent forms will be kept in the client’s paper file. These
forms may be reviewed by the HMIS Lead during the annual security review.

Procedures (Revocation of Consent):

If a client presents a written request to revoke consent for information sharing in the
HMIS, a Participating Agency representative must store the written request in the
client’s file, and will select “No” in the client consent drop-down menu on the Basic
Client Information form in ClientTrack.



1. If a client verbally requests to revoke consent for data sharing, Agency
Representatives must ask the client to complete the Client Revocation of Consent to
Share Information and follow the process specified in (1) above.

2. A copy of all written Revocation of Consent requests must be included in the client’s
paper file.

Procedures (Renewal of Consent):

1. Prior to the expiration of a client's’ existing Client Consent to Share Information, the
Participating Agency must request the client to complete a new Client Consent to
Share Information form.

2. Agency Representatives must follow the same procedures that were specified above
involving the completion of the initial consent form.

10.5. Openness

The HMIS Lead Agency will post the Privacy Notice on the HMIS Lead Agency web page
and will provide a copy of this document to any individual upon request.

Participating Agencies must post a copy of the HMIS Privacy Notice and the Maryland
State Homeless Data Warehouse HMIS Privacy Notice at each workstation where HMIS
data is gathered or entered.

Participating Agencies that serve non- English -speaking clients must also post the
appropriate translation of the HMIS Privacy Notice and the Maryland State Homeless Data
Warehouse HMIS Privacy Notice that has been approved by the HMIS Lead.

Outreach workers must carry a copy of the HMIS Privacy Notice and the Maryland State
Homeless Data Warehouse HMIS Privacy Notice (including a copy of the Spanish
translation, if applicable) in the field.

Participating Agencies must state in the HMIS Privacy Notice and the Maryland State
Homeless Data Warehouse HMIS Privacy Notice that the privacy policies may be amended
at any time and that amendments may affect information obtained by the Participating
Agency before the date of the change.

Participating Agencies should include in the HMIS Privacy Notice the contact information
for its HMIS Representative for purposes of seeking additional information or submitting
complaints.

Participating Agencies will provide a copy of the HMIS Privacy Policies Section in this
document to anyone who requests it. The section will also be posted on the HMIS Lead
Website.

10.6. Access and Correction Standards

Participating Agencies must allow a client to inspect and to have a copy of any Pll data
elements about the client or their minor household members.

Participating Agencies must offer to explain any information that the client may not
understand.

Participating Agencies must consider any request by a client for correction of inaccurate
or incomplete PIl pertaining to that client. A Participating Agency is not required to
remove any information but may, alternatively, mark information as inaccurate or
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incomplete and supplement it with additional information such as an indicator of data
quality.

Participating Agencies must maintain an audit trail of requests for correction of inaccurate
or incomplete Pll, documenting the name of the requester, the date of request, nature of
request, and resulting action.

11.Accountability and Privacy Complaints

11.1. Privacy Complaints

1. A privacy or confidentiality breach refers to the inappropriate use of client
information, unauthorized sharing, or failing to protect data from open view.

2. Participating Agencies are expected to develop and maintain procedures for
investigating and responding to Privacy Complaints and share those procedures
with the HMIS Lead.

3. Participating Agencies and HMIS Lead Agency will post a notice anywhere HMIS
data is collected or accessed that articulates the reporting mechanism for
suspected breaches of client confidentiality. The notice will include contact
information for the agency’s HMIS Representative. The notice will include
additional instructions for reporting anonymously.

4. All privacy complaints must be reported to the agency’s HMIS Representative
within a time frame in accordance with the agency’s internal policy.

5. A complaint may be reported directly to the HMIS Lead Agency in writing to
hmis@baltimorecity.gov or 7 E. Redwood Street, 5 Floor, 21202. A complaint
should trigger HMIS Participating Agency’s investigation procedures. A
complaint investigation that confirms a breach of confidentiality or
unauthorized use of client’s information should be reported to the HMIS Lead
Agency. Privacy complaints will receive a written response within 30 days.

6. Participating Agencies and HMIS Lead Agency will maintain records of all privacy
complaints, responses and outcomes for 7 years from the date of the complaint.

11.2. Confidentiality Training and Acknowledgement

All users granted HMIS access must first complete HMIS New User Training, which
addresses HMIS Confidentiality policies and Procedures.

Users must sign an HMIS Confidentiality Acknowledgement Form, as noted in 3.4.4
System User Responsibilities.

11.3. Protections for victims of domestic violence, dating violence, sexual assault

and stalking Victim Service Providers

1.

In accordance with the Violence Against Women Act, programs whose primary mission is
to serve victims of domestic violence are prohibited from entering personally identifying
information about victims into HMIS. Victim service providers receiving HUD funds must
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use a comparable database that adheres to the same technology data standards as
mainstream HMIS systems.

2. Victim service providers must provide aggregate information in reports to HUD.
Information in these reports must be non-identifying, which can include aggregate totals
or other demographic information that does not identify a victim.

11.4. Mainstream Service Providers

1. A mainstream agency that is serving a victim of domestic violence, dating violence, sexual
assault, or stalking must explain the potential safety risks for victims and the client’s
specific options to protect her/his data, such as designating her/his record as
hidden/closed to other agencies. The Privacy Notice must clearly state the potential
safety risks for domestic violence, dating violence, sexual assault or stalking victims and
delineate the information sharing options.

2. All Participating Agency staff collecting client consent must be trained on the protocol for
educating victims about their individual information sharing options.

12.Data Quality Plan

Data quality is a term that refers to the degree to which a project satisfies requirements
related to data. A data quality plan defines these requirements, assures activities exist to
prevent errors and establishes standard procedures to control quality. As a result, a data
quality plan can better position the CoC to achieve strategic objectives.

This plan specifies requirements for relevant, measurable attributes utilized to assess
data quality: coverage, timeliness, completeness, accuracy and consistency.

12.1. Coverage

Coverage refers to the extent to which an HMIS covers or includes participation from
mandated residential and non- residential projects in the CoC geographic area.

1. For lodging, or residential projects, bed coverage is calculated by dividing the number of
HMIS participating beds by the total number of year-round beds.

2. Fornon-lodging, or services-only, projects, service-volume coverage is calculated for each
HUD-defined services-only project category, such as street outreach. The service-volume
coverage rate is equal to the number of persons served annually by the projects that
participate in the HMIS divided by the number of persons served annually by all CoC
projects within the HUD-defined category.

While the CoC strives for 100% coverage rates in all categories, the CoC sets forth
minimum coverage rates as compliance requirements.

Requirements:



Project Category Minimum Coverage Rate Target Coverage Rate
Emergency Shelter 70% 90%

Transitional Housing 90% 100%

Permanent  Supportive 90% 100%

Housing

Street Outreach 70% 90%

Safe Haven 90% 100%

Rapid Re-housing 90% 100%

Homelessness Prevention 90% 100%

Supportive Services Only 70% 90%

Procedure:

1. For lodging projects, the HMIS Lead will establish a baseline bed coverage rates upon
completion of the annual Housing Inventory Count.
2. For non-lodging projects, the HMIS Lead will establish a baseline service-volume coverage
as part of the CoC registration process.

12.2. Timelines

Data entered in a timely manner can reduce human error that occurs when too much
time has elapsed between the data collection, or transaction, and the data entry. The
individual doing the data entry may be relying on handwritten notes or their own recall
of a case management session, a transaction or a project exit date; therefore, less time
between data collection and entry increase the odds of higher quality data. Timely entry
also ensures that the data is accessible when it is needed, either proactively (e.g.
monitoring purposes, increasing awareness, meeting funder requirements), or reactively
(e.g. responding to requests for information, responding to inaccurate information).

All projects are required to enter Universal Data Elements, Assessments, and Housing
Check-ins/Check-Outs within 24 business hours of client contact.

Procedure:

The HMIS Lead will assess timeliness by issuing each project a quarterly Data Quality
Report Card, which includes a score for data timeliness of new enrollments entered in the
previous quarter. This will be based on the HMIS Data Entry Timing report.

The HMIS Help Desk has the authority to monitor and address timeliness issues at any
time.



12.3. Completeness

Missing data can negatively affect the ability to provide comprehensive care to clients,
including eligibility determination

1. All agencies agree, upon HMIS implementation, to adopt and enforce intake and
assessment procedures that align with HMIS data collection requirements to prevent
incomplete data collection.

2. All projects that use HMIS must enter data on one hundred percent (100%) of clients.

3. While “client doesn’t know” and “client refused to answer” are eligible responses to
individual client intake and assessment questions, the CoC defines acceptable rates for
these total “unknown” responses at the project level based on data element and project

type considerations.

Standard Average and Upper Limit for Unknown Responses

required)

SO/Drop- SO/Drop- ES, SH TH, PSH,
ins (Pre- ins (Pre- SSO, HP,
engageme engageme RRH
ntin ntin
Services Services
or case or case
managem managem
ent) ent)
First & 10% 0% 0% 0%
Last
Name
Social 50% 5% 5% 5%
Security
Number
Date of 30% 2% 2% 2%
Birth
Race 30% 5% 5% 5%
Ethnicity 30% 5% 5% 5%
Gender 30% 5% 5% 5%
(informati
on not




Sex

30%

5%

5%

5%

Veteran
Status
(Adults
only)

30%

5%

5%

5%

Disabling
Condition
(Adults
only)

30%

5%

5%

5%

Residence
Prior to
Project
Entry

N/A

0%

0%

0%

Length of
Stay

N/A

10%

30%

10%

Length of
Time on
Street, ES
or SH

N/A

10%

30%

10%

Income &
Benefits
(At
project
entry)

N/A

2%

30%

2%

Income &
Benefits
(At
project
exit)

N/A

10%

50%

10%

Other
Program
Specific
Data
Elements

N/A

5%

30%

5%

Destinatio

N/A

10%

50%

10%




n at Exit

Bed Check
In Date*

N/A N/A 0%

0%

Bed Check
Out Date*

N/A N/A 0%

0%

Procedure:

The HMIS Lead will assess completeness by issuing each project a quarterly Data Quality
Report Card, which includes a score for data completeness based on the HUD Data Quality
report Section Il Overall Completeness rate for PlI

Data Completeness will be assessed as a part of HMIS Provider Monitoring. When the
HMIS Lead finds data completeness fails to satisfy requirements, it will issue a finding and
corrective action in the post-monitoring report. In consultation with the HMIS Lead, the
agency will implement a plan for corrective action based upon the findings.

12.4. Accuracy

All data entered into the CoC’s HMIS shall be a reflection of information provided by the
client, as documented and update by the data collector with documentation for
reference.
Intentionally recording inaccurate information is strictly prohibited, except in cases when
a client refuses to provide correct personally identifiable information.
Agencies will implement appropriate policies and procedures to ensure accurate data
collection. This policy may be monitored by the HMIS Lead at any time.
Missing or anonymous is only acceptable when a client refuses to provide his or her
personally identifiable information, as well as that of dependents, and the project, in
accordance with all other requirements, does not prohibit it. In these cases, it is
permissible for the agency to enter client data under an alias that will not be made visible
or accessible to any other agency.
a. The agency is responsible for any internal duplication of services as a result of
inaccurate data.
b. Ifaccurate information is later obtained, then the agency should correct the client
data in a timely manner; upon correction and provision of client consent to
release information, the client data may be shared with agencies in HMIS.

Procedures:

HMIS Lead will assess accuracy through HMIS Participating Agency Monitoring visits. The
HMIS Lead will compare a random sampling of client paper files to HMIS client files.
Monitoring will exclude data on outreach contacts not yet engaged in a project.

When the HMIS Lead finds data completeness fails to satisfy requirements, it will issue a
finding and corrective action in the post-monitoring report.



4. The agency is responsible for providing any and all documentation for the purposes of the
review.

5. In consultation with the HMIS Lead, the agency will implement a plan for corrective
action based upon the findings.

12.5. Consistency

Consistency refers to the standard and uniform practice for implementation, data collection
and data entry across all projects in the HMIS. Inconsistency hinders an agency’s ability to
satisfy requirements as they relate to timeliness, completeness and accuracy.

1. All prospective agencies will implement HMIS in consultation with the HMIS Lead,
providing access to project assets (e.g. intake and assessment forms, eligibility
requirements) and complying with HMIS Lead’s recommendations consistent with best
practice.

2. The HMIS Lead may delay or cancel implementation if an agency does not faithfully
participate in the process.

3. Upon implementation, all HMIS users shall complete training before they may access the
system.

Procedure:

1. The HMIS Lead Agency will assess consistency by issuing each project a quarterly Data
Quality Report Card, which includes a score for data consistency based on instance of
duplicates created by the Agency with an exact match for First Name, Last Name, DOB
and SSN.

2. The HMIS Participating Agency may request the names of system users responsible for
duplicate record creation.

3. To resolve duplication, the HMIS Lead may request additional information to properly
identify clients with incomplete data and rule out any false positives. If duplication
persists, the user in question must participate in additional training.

12.6. Compliance, Enforcement and Incentives

1. Compliance with the HMIS Data Quality Plan will be monitored by two primary methods:
a. Quarterly HMIS Data Quality Report Cards
b. HMIS Participating Agency Monitoring
2. If the agency repeatedly fails to satisfy data quality requirements and implement
corrective action, the HMIS Lead may find the agency in violation of the terms and
conditions for HMIS participation which may culminate in loss of project funding for those
agencies with HMIS participation requirements.
3. The agency may appeal to the Data and Performance Committee before any loss of
funding based on HMIS compliance. Any decision by the committee is final.
4. To incentivize compliance with the plan, the HMIS Lead may choose to publicly recognize
achievement in the area of data quality.



13.HMIS Data Quality Report Cards

® For the purposes of monitoring adherence to the HMIS Data Quality Plan, gain greater
insight into the reliability of HMIS data, as well as to identify projects in need of additional
technical assistance, the HMIS Lead will issue Quarterly HMIS Data Quality Report Cards
for each project, which will issue a grade for the project’s Data Completeness, Data
Timeliness and Data Consistency.

® The data quality areas and grade scales were developed with approval from the Data &
Performance Committee. Any changes to the Data Quality report cards must be approved
by the Data & Performance Committee.

® The HMIS Data Quality Report Cards will be delivered electronically to the HMIS
Representative, and/or any additional Participating Agency contacts designated by the
HMIS Representative.

® The HMIS Data Quality report cards will be issued quarterly, following the Federal fiscal
year (October 1 —September 30) in the month following the close of the quarter (January,
April, July, October).

® Data for the report cards will be compiled three business days after the close of the
quarter, during which time projects may make data corrections to improve their data
quality score.

® Projects with a grade of C or lower within any individual data quality error over three
consecutive report cards will be contacted for additional staff training or technical
assistance within the data quality area. The HMIS Lead will monitor the project for
improvement after interventions. If the project fails to improve, the HMIS Lead will create
an action plan with the HMIS Participating Agency to continue to attempt to resolve the
issue.

® The HMIS Lead reserves the right to make exceptions to Data Quality Report Card issuance
or to modify Data Quality Report Card scoring if circumstances should dictate (one
example would be if there is a delay in a project’s onboarding to HMIS resulting in the
need to perform back-data entry, the HMIS Lead may decide not to issue a timeliness
score for that quarter).

13.1. Data Completeness Scoring

1. Data Completeness will be scored based on the Overall error rate % for Pll in section 2 of
the HUD Data Quality Report for each project for the previous quarter.
2. Completeness grades will be issued on the following scale:

Completeness - Overall error rate % by project type

| A B C D




15 25% or
Street Outreach 0-5% 5-10% 10-15% 25% higher
15 25% or
Day Shelter 0-5% 5-10% 10-15% 25% higher
Emergency Shelter 15 25% or
(NbN) 0-5% 5-10% 10-15% 25% higher
Emergency Shelter 10- 15% or
(Entry/Exit) 0-3% 3-5% 5-10% 15% higher
Homelessness 10- 15% or
Prevention 0-3% 3-5% 5-10% 15% higher
Supportive Services 5 = 10% or
Only 0-1% 1-3% 3-5% 10% higher
5 - 10% or
Safe Haven 0-1% 1-3% 3-5% 10% higher
5 - 10% or
Transitional Housing 0-1% 1-3% 3-5% 10% higher
5 - 10% or
Rapid Re-Housing 0-1% 1-3% 3-5% 10% higher
Permanent Supportive 5 - 10% or
Housing 0-1% 1-3% 3-5% 10% higher
13.2. Data Consistency Scoring
Data Consistency will be scored based on duplicate merges performed by the HMIS Lead
agency where the duplicate record has an exact match for First Name, Last Name, Date of
Birth and Social Security Number. The agency that created the most recent record will be
marked as creating the duplicate.
Because duplicates can only be tracked on an agency-wide basis, the Consistency score will
apply to all projects within an agency.
The HMIS Lead will track the HMIS user that created the duplicate so training needs can
be targeted.
Consistency grades will be issued on the following scale:
Consistency - Number of duplicates created by agency
A B C D F
All 0
projec duplica 1 - 2 3-4 5 - 6 7 +
ts tes duplicates duplicates duplicates duplicates

13.3. Data Timeliness scoring

Data Timeliness will be scored based on the time elapsed between the client’s Project
Start Date and the Creation Date of new client enrollments created in the previous
quarter. This will be reported with the HMIS Data Entry Timing report.

If no new enrollments were created in the previous quarter, the timeliness score will be
omitted from the project’s report card and GPA calculation.

Timeliness grades will be issued on the following scale:




Data Timeliness - Time elapsed since client contact to data entry

A B C D F
11
All projects 0-2days 3-5days 6 - 8 days 8 - 10 days days
13.4. Overall project grade
1. An overall project grade will be calculated by averaging together the grades from each

data quality area.

13.5. HMIS Participating Agency Monitoring

HMIS monitoring is completed to ensure that projects are adhering to the Baltimore City
HMIS policies and procedures in their work with HMIS data, particularly security and
privacy protocols and minimum data requirements. All participating agencies are subject
to HMIS monitoring once annually, completed either as a part of their CoC or State DHR
monitoring processes, or via a unique HMIS site-visit.

HMIS monitoring supplements monthly data quality reporting provided to participating
agencies in accordance with the Baltimore City HMIS data quality plan.

Due to the COVID -19 pandemic, all on-site monitoring visits were suspended. On
November 18, 2020 the Data and Performance Committee has agreed to further postpone
HMIS on-site monitoring and any revisions to the policy at this time. The committee has
agreed to revisit the on-site monitoring Agency Monitoring Policy in the Spring 2021.

After review, MOHS/HMIS has determined that on-site monitoring will resume effective
Fiscal Year 2024. With the release and lifting of COVID-19 protection protocols, all
participating agencies are expected to comply with the reinstated on-site monitoring
requirements in alignment with federal regulations and local program standards.
Monitoring plans and schedules have been updated accordingly.

13.6. Monitoring rates & frequency

1. 100% of HMIS participating agencies will be monitored on site during the
introductory phase of the HMIS Monitoring Process, expected to last through
FY19. After the introductory phase, the HMIS Lead will develop an HMIS
Monitoring Risk Assessment to determine project monitoring.

2. Monitoring will occur for specific projects.

3. Agencies with multiple projects must have all projects monitored at least once in
a three-year period to ensure oversight of all data collection sites.




Participating agencies with multiple projects that operate from the same location
may be monitored in one visit. Participating agencies with multiple projects that
operate from separate locations may require multiple visits to complete
monitoring.

HMIS monitoring may be completed via a regularly scheduled program-
monitoring visit occurring as a part of funding-based monitoring (CoC or state
funding). Projects that do not get captured in these monitoring visits will have
HMIS-specific monitoring visits scheduled.

Monitoring Procedures:

1.

10.

11.

13.7.
13.8.

HMIS Reps will be notified at least four weeks in advance of their monitoring
date. Projects may request rescheduling of their monitoring visit with the
availability of HMIS staff.

The length of site visits will depend on the size and type of project. Most
monitoring visits will take a day or less.

All sites where HMIS data is processed should be monitored. (If data is processed
in the field, such as during outreach or home visits, devices used during field data
collection will be monitored).

HMIS Representatives will receive an HMIS Data Quality Monitoring self-
assessment which must be completed ahead of the site visit provided upon
arrival of the HMIS Monitor.

The HMIS Monitor will utilize the Baltimore City HMIS Monitoring Checklist
to guide the monitoring visit.

The sample size of paper files and workstations monitored will be determined
based on the number of clients enrolled and the number of end users supporting
the project.

A post-monitoring report will be issued within 45-60 days following the site visit.
The post-monitoring report will include findings and any corrective actions,
including steps that must be taken to resolve the issues.

Corrective actions must be completed within 45-60 days of report issuance.
The appropriate Program Compliance staff will be notified if an agency is found
out of compliance with funding requirements.

The HMIS Lead may conduct a follow up visit to verify completion of corrective
actions.

Failure to complete corrective actions may result in revocation of HMIS access
until such time the corrective actions are implemented.

Comparable Database Requirements

Policy

Victim Services Providers (VSP) that are recipients or sub-recipients under the U.S.
Department of Housing and Urban Development (HUD) Continuum of Care (CoC) and
Emergency Solutions Grant (ESG) Programs are required to collect client-level data
consistent with Homeless Management Information Systems (HMIS) data collection
requirements.


https://drive.google.com/open?id=0BzP6EYysd_oqeHFUSHlTR3c2Q0k
https://drive.google.com/open?id=0BzP6EYysd_oqeHFUSHlTR3c2Q0k
https://drive.google.com/open?id=0BzP6EYysd_oqNzVoaWRFQzJTTW8

Violence Against Women Act (VAWA) and the Family Violence Prevention and Services Act
(FVPSA) contain strong, legally codified confidentiality provisions that limit Victim Service
Providers from sharing, disclosing, or revealing victims’ personally identifying information
(PN), including entering information into shared databases like HMIS. To protect clients,
VSPs must enter required client-level data into a database that is comparable to and comply
with all HMIS requirements.

13.9. Software Selection and Review

1. Victim Services Providers (VSP) and the CoC HMIS Administrators will use the
HMIS Comparable Decision Tree to determine if the VSP is required to use a
Comparable Database for data collection.

2. If a Comparable Database is required, the VSP will select a Comparable Database
vendor and work with them to ensure the software complies with HUD’s
standards for a Comparable Database. The Comparable Database must be able to
collect all fields (data elements) required for an HMIS by the kind of project it is
(e.g., Emergency Shelter, Rapid Re-housing). It must also allow the user to enter
specific data at multiple data collection stages (record creation, project start,
status update, annual assessment, and project exit) to support reporting and
performance measurements required by HUD for all CoC and ESG program
recipients and sub-recipients.

3. All VSPs will follow the guidelines of the HUD Data Standards and the HUD
Comparable Database Program Manual. They will be responsible for submitting
their own Annual Performance Report (APR), Consolidated Annual Performance
and Evaluation Report (CAPER), and data quality reports to the HMIS Lead or
appropriate reporting platform. The reports will be submitted in aggregate
format.

4, As referenced in the Software Selection section, Victim Service Providers (VSPs)
must use the HMIS Software Vendor Checklist annually to verify that their chosen
software vendor remains in compliance with HUD requirements. This process
should also be used to identify any deficiencies and, if needed, develop an action
plan or quality improvement strategy in collaboration with the HMIS Lead. The
VSP must document the date of the review and the outcomes and share this
documentation with both the HMIS Lead and HUD upon completion.

13.10. Training and Technical Assistance

The Victim Service Provider and their software vendor will jointly conduct user training and
provide technical assistance on the use of the Comparable Database. The HMIS Lead will
supply relevant HUD guidance and resources to help inform and support the development
of training content and technical support procedures.



14.Monitoring of Comparable Database
14.1. Policy

The HMIS Lead Agency reserves the right to monitor Victim Service Providers (VSPs) for
compliance with the policies and procedures outlined in this document, as they relate to the
use of Comparable Databases. Monitoring ensures that data collection, reporting, privacy,
and security practices align with HUD standards, even though client-identifying information
is not shared within HMIS.

Procedure:

1. Comparable Database monitoring for VSPs will be incorporated into the annual
monitoring process required by CoC or ESG program funding. As part of this process,
VSPs will be required to complete a Comparable Database Monitoring Self-
Assessment, including review of software functionality, data quality procedures, and
compliance with HUD’s Comparable Database standards.

2. VSPs will submit aggregate-level Annual Performance Reports (APRs), CAPERs, and
data quality summaries as part of the monitoring process. In-person or virtual
monitoring may also be conducted by the HMIS Lead, focusing on system use, privacy
protections, training practices, and overall database compliance.

3. If monitoring identifies areas of non-compliance, the HMIS Lead will collaborate with
the VSP to develop a corrective action plan. VSPs will be expected to address the
findings and complete the action plan within 90 days of receipt. The HMIS Lead may
follow up periodically to review progress, offer technical assistance, and ensure that
corrective measures have been fully implemented.

4. No client-identifying information will be requested, reviewed, or stored by the HMIS
Lead during monitoring of Comparable Databases. All reports and materials
submitted must be in aggregate, non-identifiable form.
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